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DETAILED ACTION 

1 . This office action is in response to Applicant's amendment filed on December 7, 
2007. Claims 1-23 and 37-49 are pending. 

Response to Arguments 

2. Applicant's arguments filed December 7, 2007 have been fully considered but are 
moot in view of the new ground(s) of rejection. 

Claim Rejections - 35 USC § 103 

3. The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

1. Claims 1, 6-8, 12-23, 37-42, 44, 46 and 48 are rejected under 35 U.S.C. 103(a) 
as being unpatentable over Wasilewski et al. (hereinafter Wasilewski) U.S. Patent 
6,157,719 in view of Kocher et al. (hereinafter Kocher) US 6,289,455. 
As per claims 1 and 8: 

Wasilewski teaches a system in communication with a remote source and a 
digital device, comprising: 

means for receiving a mating key in response to a prior transmission of a mating 
key generator and a serial number of the digital device to the remote source; (col. 16, 
line 19-col. 17, Iine19; col. 22, lines 23-42; Col. 43, line 53-Col. 44, line 26) 
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means for encrypting a descrambling key with the mating key, the descrambling 
key being used for scrambling digital content prior to transmission to the digital device; 
(col. 8, line 39-col. 9 line , line 55; col. 16, line 19-col. 17, Iine19; col. 22, lines 23-42; 
Col. 43, line 53-Col. 44, line 26) and 

means for transmitting the mating key generator to the digital device, (col. 16, 
line 19-col. 17, Iine19; col. 22, lines 23-42; Col. 43, line 53-Col. 44, line 26) 

Wasilweski does not explicitly a mating key being a result produced by 
performing a cryptographic operation on the mating key. Kocher in analogous art, 
however, teaches a mating key being a result produced by performing a cryptographic 
operation on the mating key. (col. 9, lines 41-59; col. 1 1 , lines 32-65) Therefore, it would 
have been obvious to one ordinary skill in the art at the time the invention was made to 
modify the system disclosed by Wasilewski with Kocher in order have improve the 
security of systems used to distribute and protect digital content thereby minimizing the 
probability piracy attacks, (col. 5, line 55-col. 6, line 12; Kocher) 
As per claims 1 7 and 21 : 

Wasilweski teaches an apparatus adapted to receive scrambled content and 
descramble the scrambled content, comprising: a removable smart card adapted to (i) 
receive a mating key generator message (col. 16, line 19-col. 17, Iine19; col. 22, lines 
23-42; Col. 43, line 53-Col. 44, line 26) and 

(ii) encrypt a descrambling key with a mating key that is generated using the 
mating key generator message, the mating key generator message includes at least two 
of a set-top-box manufacturer identifier, a service provider, a conditional access 
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provider identifier and a sequence number; and; (col. 8, line 39-col. 9 line , line 55; col. 
16, line 19-col. 17, Iine19; col. 22, lines 23-42; Col. 43, line 53-Col. 44, line 26) and a 
descrambler component to receive the encrypted descrambling key and the mating key 
generator, the descrambler component decrypts the encrypted descrambling key using 
the key to recover a descrambling key, the descrambling key being used for 
descrambling scrambled content loaded into the apparatus, (col. 8, lines 39-67; col. 16, 
line 19-col. 17, Iine19; col. 20, lines 42-53; col. 22, lines 23-42; Col. 43, line 53-Col. 44, 
line 26) 

Wasilweski does not explicitly performing a cryptographic operation on the 
mating key generator to produce a key that is equivalent to the mating key. Kocher in 
analogous art, however, teaches performing a cryptographic operation on the mating 
key generator to produce a key that is equivalent to the mating key. (col. 9, lines 41-59; 
col. 11, lines 32-65) Therefore, it would have been obvious to one ordinary skill in the 
art at the time the invention was made to modify the system disclosed by Wasilewski 
with Kocher in order have improve the security of systems used to distribute and protect 
digital content thereby minimizing the probability piracy attacks, (col. 5, line 55-col. 6, 
line 12; Kocher) 
As per claims 6, 14, 16 and 18: 

The combination of Wasilewski and Kocher teaches all the subject matter as 
discussed above. In addition, Wasilewski further discloses a system comprising: means 
for generating and providing an entitlement control message (ECM) and an entitlement 
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management message (EMM) to the digital device alone with the mating key, the EMM 
comprises at least one key to decrypt the ECM. (col. 9, line 6-col. 10, line 9) 
As per claim 7: 

The combination of Wasilewski and Kocher teaches all the subject matter as 
discussed above. In addition, Wasilweski further discloses a system comprising: where 
the descrambling keys are service keys, used to decrypt a channel; and transmitting the 
encrypted service keys to the digital device, (col. 8, line 39-col. 9 line , line 55; col. 16, 
line 19-col. 17, Iine19; col. 22, lines 23-42; Col. 43, line 53-Col. 44, line 26) 
As per claims 1 2-1 3, 20 and 40: 

The combination of Wasilewski and Kocher teaches all the subject matter as 
discussed above. In addition, Wasilwski further discloses a method comprising: 
transmitting the encrypted data along with the message to a smart card adapted to a 
set-top box; (col. 8, line 39-col. 9 line , line 55; col. 16, line 19-col. 17, Iine19; col. 22, 
lines 23-42; Col. 43, line 53-Col. 44, line 26) and transmitting the encrypted data and 
the message from the smart card to a descrambler component located within the set-top 
box. (col. 8, line 39-col. 9 line , line 55; col. 16, line 19-col. 17, Iine19; col. 22, lines 23- 
42; Col. 43, line 53-Col. 44, line 26) 
As per claims 1 5 and 23: 

The combination of Wasilewski and Kocher teaches all the subject matter as 
discussed above. In addition, Wasilewski discloses providing meta-data with an 
electronic program guide in an unscrambled format to the set-top box, the meta-data 
comprises a plurality of tag entries in which one of the tag entries comprising a channel 



Application/Control Number: 10/388,002 Page 6 

Art Unit: 2137 

name, a name of the digital content, and a key identifier indicating a tier of service 
associated with the encrypted service key. (col. 7, lines 27-56) 
As per claim 19: 

The combination of Wasilewski and Kocher teaches all the subject matter as 
discussed above. In addition, Wasilewski further discloses an apparatus wherein the 
descrambler component is an integrated circuit, (col. 15, lines 25-43) 
As per claim 22: 

The combination of Wasilewski and Kocher teaches all the subject matter as 
discussed above. In addition, Wasilewski discloses wherein the access criteria for 
accessing a channel is supplied by an ECM in-band with the digital content while the 
encrypted service key and the corresponding key identifier are contained in an 
enhancement management message (EMM) supplied out-of-band. (col. 7, lines 27-56) 
As per claims 37 and 41 : 

The combination of Wasilewski and Kocher teaches all the subject matter as 
discussed above. In addition, Wasilewski discloses wherein prior to receiving the mating 
key, the method further comprises: performing a cryptographic operation on the 
message to produce the mating key. (col. 8, lines 39-67; col. 41 , lines 50-67; col. 42, 
lines 1-5; col. 43, line 53-col. 54, line 26 ; col. 6, lines 25-55) 
As per claims 38 and 39: 

The combination of Wasilewski and Kocher teaches all the subject matter as 
discussed above. In addition, Wasilewski discloses wherein the performing of the 
cryptographic operation on the message includes encrypting the message with a key to 
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produce the mating key. (col. 8, lines 39-67; col. 41, lines 50-67; col. 42, lines 1-5; col. 
43, line 53-col. 54, line 26 ; col. 6, lines 25-55) 
As per claims 42 and 46: 

The combination of Wasilewski and Kocher teaches all the subject matter as 
discussed above. In addition, Wasilewski discloses wherein the mating key generator 
includes an identifier of a manufacturer of the set-top box. (col. 22, lines 23-42) 
As per claims 44 and 48: 

The combination of Wasilewski and Kocher teaches all the subject matter as 
discussed above. In addition, Wasilewski discloses wherein the mating key generator 
includes an identifier of a conditional access (CA) provider. Col. 43, line 53-Col. 44, line 
26) 

2. Claim 2 is rejected under 35 U.S.C. 103(a) as being unpatentable over 
Wasilewski et al. (hereinafter Wasilewski) U.S. Patent 6,157,719 in view of Kocher et al. 
(hereinafter Kocher) US 6,289,455 in view of Giniger et al. (hereinafter Giniger) U.S. 
Patent Number 6,751,729. 
As per claim 2: 

The combination of Wasilewski and Kocher teaches all the subject matter as 
discussed above. In addition, Wasilewski teaches the manufactures of DHCT maintains 
a certified database which has the serial number of each DHCT together with the pair of 
public keys belonging to it and a certificate placed in a database for each of the public 
keys associated with signatures (col. 22, lines 23-26; col. 47, line 57-col. 48, line 11) 
Wasilewski teaches a remote source is a mating key server in communication with a 
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server associated with a manufacturer of the digital device. Both references do not 
explicitly disclose a plurality of servers each associated with a different manufacturer of 
digital devices. Giniger in analogous art, however, discloses that a remote source is a 
mating key server in communication with a server associated with a manufacturer of the 
digital device, (col. 12, line 60-col. 13, line 2) Therefore, it would have been obvious to 
one ordinary skill in the art at the time the invention was made to modify the system 
disclosed by Wasilewski and Kocher with Giniger in order to implement a management 
system that is carried out by different manufacture systems, (col. 12, lines 60-61, 
Giniger) 

3. Claims 3, 9-1 1 , 45 and 49 are rejected under 35 U.S.C. 1 03(a) as being 
unpatentable over Wasilewski et al. (hereinafter Wasilewski) U.S. Patent 6,157,719 719 
in view of Kocher et al. (hereinafter Kocher) US 6,289,455 in view of Lyle US patent 
Number 7,242,766. 
As per claims 3, 9, 45 and 49: 

The combination of Wasilewski and Kocher teaches all the subject matter as 
discussed above. Both references do not explicitly disclose a system wherein a mating 
key sequence number being used to migrate from one mating key to the next. Lyle in 
analogous art, however, discloses a system wherein a mating key sequence number 
being used to migrate from one mating key to the next. (col. 11, lines 6-15; col. 27, lines 
50-60) Therefore, it would have been obvious to one ordinary skill in the art at the time 
the invention was made to modify the system disclosed by Wasilewski and Kocher with 



Application/Control Number: 10/388,002 Page 9 

Art Unit: 2137 

Lyle in order to use different key to encrypt a protected content, (col. 27, lines 50-60, 
Lyle) 

As per claim 10: 

The combination of Wasilewski, Kocher and Lyle teaches all the subject matter 
as discussed above. In addition, Wasilewski further discloses a system wherein the 
mating key generator comprises an identifier of a supplier of the digital content, the 
supplier being one of a cable provider, a satellite-based provider, a terrestrial-based 
provider, and an Internet service provider, (col. 7, lines 28-56) 
As per claim 1 1 : 

The combination of Wasilewski, Kocher and Lyle teaches all the subject matter 
as discussed above. In addition, Wasilewski further discloses a system comprising: 
means for generating and providing an entitlement control message (ECM) and an 
entitlement management message (EMM) to the digital device alone with the mating 
key, the EMM comprises at least one key to decrypt the ECM. (col. 9, line 6-col. 10, line 
9) 

4. Claims 4-5, 43 and 47 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Wasilewski et al. (hereinafter Wasilewski) U.S. Patent 6,157,719 in 
view of Kocher et al. (hereinafter Kocher) US 6,289,455 in view of Akiyama et al. 
(hereinafter Akiyama) US patent Number 5,784,464. 
As per claims 4-5, 43 and 47: 

The combination of Wasilewski and Kocher teaches all the subject matter as 
discussed above. Both references do not explicitly disclose a system wherein the 
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mating key generator comprises an identifier of a supplier of the digital content, the 
supplier being one of a cable provider, a satellite-based provider, a terrestrial-based 
provider, and an Internet service provider. Akiyama in analogous art, however, 
discloses wherein the mating key generator comprises an identifier of a supplier of the 
digital content, the supplier being one of a cable provider, a satellite-based provider, a 
terrestrial-based provider, and an Internet service provider, (col. 14, lines 35-65) 
Therefore, it would have been obvious to one ordinary skill in the art at the time the 
invention was made to modify the system disclosed by Wasilewski and Kocher with 
Akiyma in order to utilize the supplier identification in the key generation process 
thereby providing further protection for the digital content, (col. 14, lines 35-65, 
Akiyama) 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to SHEWAYE GELAGAY whose telephone number is 
(571)272-4219. The examiner can normally be reached on 8:00 am to 5:30 pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Emmanuel Moise can be reached on 571-272-3865. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 



/S. Q.I 

Examiner, Art Unit 2137 
/Emmanuel L. Moise/ 

Supervisory Patent Examiner, Art Unit 2137 
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